
Uxun respects and protects the privacy of all its users. To provide you with more 

accurate and personalized services, Uxun will use your personal information by the 

provisions of this privacy policy. Uxun will treat this information with a high degree 

of diligence and conscientiousness. 

1.Application Scope 

• Uxun automatically receives and records information from your computer and 

mobile device when you use Uxun, which is including but not limited to your IP 

address, type of browser, language used, date and time of access, software and 

hardware feature information, and web page records of your requirements; and in 

accordance with section 7 of this Policy, Uxun will collect such additional 

information as may be necessary to achieve the product functions listed therein. 

• Uxun obtains personal data about its users from its business partners legally. 

• You should understand and agree that the following information does not apply 

to this privacy agreement: 

Breaking the rules of the law or breaking the rules of Uxun and what Uxun has 

done to you. 

  

2. Information Use 

• UXun shall not provide, sell, rent, share, or trade your personal information with 

any third party unless obtaining your prior consent, or such the third party may 

provide you with the services of UXun (including Uxun affiliates) individually or 

jointly. While terminating the service, it will be denied access to all these materials 

that it was able to access before. 

• Uxun does not allow any third party to collect, edit, sell or disseminate your 

personal information for free in any way whatsoever. Uxun shall have the right to 

terminate its service agreement when any Uxun’s user is engaged in the above 

activities.  

• Uxun may serve its users by using your personal information to provide 

information that you are interested in. This includes, but is not limited to, sending 

you product and services information, or sharing information with a UXun partner, 

for sending you information about their products and services, which are required 

your prior consent.  

  

3.Information Disclosure 



Uxun shall disclose all or part of your Personal Information by your own will or legal 

requirements： 

• Disclosure to the third party with your prior consent； 

• Disclosure to the third party, the administration, or the judicial institution in terms 

of the relevant provisions of the law.  

• Disclosure to the third party, if you violated the laws or regulations of China or 

Uxun service agreement and rules.  

• If you were a qualified intellectual property complainant and lodged a complaint. 

At the request of the respondent, it is disclosed to the respondent for resolving the 

possible rights disputes in two parties.  

• Disclosure others that considering appropriate under laws, regulations, or website 

policies.  

  

4. Cookies Use 

• In the case that you do not refuse to use cookies, Uxun shall set or utilize cookies 

on your computer so that you can log in or use Uxun platform services or functions 

that depend on cookies. Uxun shall use cookies to provide you with more 

comprehensive and personalized services, including promotion services. 

• You have the right to choose whether to use cookies. You can refuse to accept 

cookies by modifying your browser settings. Please note that you may not enjoy 

the best service experience and a certain service may not be used if you stop using 

Cookie.  

• All information obtained through cookies created by Uxun shall apply this Policy. 

  

5.Information Security 

• Uxun account has the security function. Please properly keep your test number 

and candidate number information safe and secure. We take security measures to 

protect you. Despite the above security measures, please note that there are no 

"perfect security measures" on the information network.  

6. Children’s Online Privacy Protection 

• Protection of children’s personal information is Uxun’s priority attention. You 

must obtain the consent of your parent or legal guardian before using Uxun's 

services if you are a minor under the age of 18. Uxun protects children’s personal 

information in accordance with the country's laws and regulations.  

7.The information we collect 



We only collect the necessary information to realize the function of the product in 

accordance with the principle of legality, proper, and necessity.Look up 「Business 

Functions Of Uxun & Acquired Information List」 to see more detailed information. 

  

• The information you voluntarily provide to us during using our service  

- Uxun shall collect your audio data when you log in and broadcast the audio with 

the microphone on. 

- Uxun shall collect your video data when you log in and broadcast the video with 

the camera on.  

- Your photos shall upload to Uxun when you use the photo share function after 

logging in.  

- You shall upload your facial recognition information to Uxun before using face 

recognition functions.  

- Uxun shall produce the necessary log information that helps locate and solve 

problems to improve the user experience. 

  

  

• The information we collect during you use the service 

During you use Uxun’s services, we may automatically collect relevant information 

and store it as service log information. It includes： 

- Device model, operating system version, and unique identifier to optimize the 

application for fitting your device better. 

- Software version information to check whether the current application is the latest 

version, or automatically upgrade the new version. 

- Information during using Uxun service and service fault log to troubleshoot and 

solve the problem for our technical team.  

  

• The device permissions we obtain when you use the service. 

  

- Allow displaying windows 

When using Uxun service, it is allowed to return to the desktop to display the 

window when the screen share function turns on.  

  

- Allow access to the camera to capture photos 
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When using Uxun service, it is allowed to turn on your device’s camera to capture 

videos and broadcast to other attendees. 

  

- Allow access to the microphone to capture audios 

When using Uxun service, it is allowed to turn on your device’s microphone to 

capture audios and broadcast to other attendees.  

  

- Allows modifying the sound set 

When using Uxun service, it is allowed to set the speaker volume 

  

- Allow access to the network connection 

Uxun is allowed to connect to the internet to properly use the network functions 

  

- Allow running the background process after screen off 

Uxun is allowed to accept other attendees’ voice even if when you lock the screen 

during the exam for personal reasons. 

  

- Allow access to the device's status 

Uxun is allowed to get the Device ID as a device identifier and get the system 

version number when it crashes and is in other logs. 

  

- Allow obtaining the status of network information 

Uxun is allowed to get access to the status of a device connecting to the Internet. 

Before giving the referred hint from network status, including broadcasting, Uxun 

shall alert you whether using a mobile network to broadcast when Uxun recognizes 

your device is using the mobile network.  

  

- Allow reading or writing to external storage 

Uxun is allowed access to the application storage directory, which is used to read or 

store application operating logs, crash information, and configuration files in 

application settings. It is also used to store a whiteboard picture during the 

application running. 

  

  

- Allows access to the current Wi-Fi status  



Uxun is allowed to determine the Wi-Fi network state, and give a better guide tip 

based on the state.  

  

- Allow requesting the installation packages 

When Uxun detects a new version releasing, it is allowed to download the new 

version and automatically jump to the upgrade interface to install. 

  

  

8.How to use the collected information  

• We strictly comply with the provisions of laws and regulations, as well as the 

agreements with users. We shall use the collected information for the following 

purposes. If we use your information for any purposes beyond them, we shall 

explain it to you and obtain your consent. 

• For a better experience, improving our services or other purposes with your 

consent, we may use the information collecting from certain services to our user 

research analysis and statistics services, subjecting to compliance with relevant laws 

and regulations.  

• To secure the service and help us to understand Uxun performance better, we 

may record the frequency of the application, fault information, overall usage, 

performance data, and the source of the application. We do not combine the 

information we store in our analytics software with the personally identifiable 

information you provide in your application. 

  

9. Information Storage 

• The location of the stored information 

We will store the personal information which is collected within China in 

accordance with laws and regulations. We will strictly comply with the law if we 

transfer your personal information from domestic to abroad.  

  

• The duration of the information storing 

In general, we retain your personal information as long as the necessary time for 

our purposes. When you use the Uxun application, we need to keep your video 

information to ensure normally using Uxun service. when you log out Uxun, we 

shall delete all the information which is requested from the exam. 



When our products or services are ceased, we shall notify you with notifications 

pushing, announcements, and other forms, then delete your personal information 

within a reasonable period. 

  

  

10. Changes 

• We may update and revise this guideline in due course. When the terms of the 

Guideline are revised, you will be noticed by push notifications, pop-ups, or other 

appropriate forms when you log in. 

  

11. Disclaimer 

• When government agencies require the disclosure of personal data from Uxun’s 

website, in accordance with legal procedures; Uxun will provide them at the request 

of law enforcement agencies or for public safety purposes. Any disclosure of 

Uxun’s website is the liability exemption.  

Uxun is also not liable for: 

- Any disclosure of personal data due to disclosing the examination number and 

the examinee number or sharing the account number with others by yourself. 

- Any temporary shutdown caused by a computer problem, hacker attack, 

computer virus invasion or outbreak, or government regulations; the disclosure, 

loss, theft, or alteration of personal data caused by for force majeure, including but 

not limited to war, invasion, terrorist attack and natural disaster affecting the 

normal operation of the network.  

- Any legal disputes and consequences arising from the disclosure of personal data 

caused by other websites linked to Uxun’s website. 

 

12. Contract Us 

We, ATA Assessment Technology (Beijing) Limited, is a company registered in 

Beijing, China under PRC law. If you have questions or requests about the privacy 

or your personal information, please contact us via email [  service   @ 

aitestgo.com   ]. 

 


